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Maquina - Maquina (M2M)

Os dados devem ser formatados de tal forma que seja minimizada
a quantidade de memdria necessaria para sua representacao.
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Introdugdo

Homem - Maquina (H2M)

Os dados devem ser formatados de tal forma que possam ser
facilmente interpretados por humanos.

«4O>» «F»r «E>» DAy

IGATOI_IGA C. Peter  Padr&es de formatagdo para troca de dados

IIE PELOTAS

3/19




JavaScript Object Notation (JSON)

JavaScript Object Notation (JSON)

Padronizado pela RFC 4627 é uma formatacao amplamente
adotada em aplicagcdoes H2M visto que é humanamente inteligfveI.J

object

-O—

whitespace

whitespace H string }—]
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JavaScript Object Notation (JSON)

JSON - Exemplo

{3
"widget":{ B

"window" : { =&
"title":"Sample Konfabulator Widget",
"name" : "main_win '
"width" :568,
"height" :500

t

"image": { &
"src¢" :"Images/Sun.png”,
"name" : "sunl
"alignment" : "center”

|8

"text" :{ B
"data":"Click Here",
"size" :36,
"style" :"bold"

}

}
h
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JavaScript Object Notation (JSON)

JSON x XML

http://localhost:8080/Json/SyncReply/Contacts http://localhost:8080/Xml/SyncReply/Contacts

- Contacts: [

-1
FirstName: "Demis",
LastName: "Bellot",
Email: "demis.bellot@gmail.com"
I
{
FirstName: "Steve",
LastName: "Jobs",
Email: "stevefapple.com"
I
-1
FirstName: "Steve",
LastName: "Ballmer",
Email: "stevefmicrosoft.com"
I
-1
FirstName: "Eric",
LastName: "Schmidt",
Email: "ericégoogle.com”
I
{
FirstName: "Larry",
LastName: "Ellison",
Email: "larryforacle.com’
13
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<ContactsResponse xml.
<Contacts>
<Contact>
<Email>demis.bellot@gmail.coms/Email>

i="http:/ /www

<FirstName>Demis</FirstName>

<LastName>Bellot</LastName>

</Contact>

<contact>
<Email>steve@apple.com</Email>
<FirstName>Steve</FirstName>
<LastName>Jobs</LastName>

</Contact>

<Contact>
<Email>steve@microsoft.com</Email>
<FirstName>Steve</FirstName>
<LastName>Ballmer</LastName>

</Contact>

<Contact>
<Email>eric@google.com</Email>
<FirstName>Eric</FirstName>
<LastName>Schmidt</LastName>

</Contact>

<contact>
<Email>larry@oracle.coms</Email>
<FirstName>Larry</FirstName>
<LastName>Ellison</LastName>

</Contact>

</Contacts>
</ContactsResponse>
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JavaScript Object Notation (JSON)

JSON - Tendéncia

300% -
280%
260% — json
2.40% — xml
220%
2.00%
180%
160% -
140% -|
1.20% o
1.00% A
0.80% o
0.60% -
0.40% -
0.20%
0.00%

Tag

— soap

% of Stack Overflow questions that month

T T T T T T T
2009 2010 20m 2012 2013 2014 2015 2016 2017 2018 2019

C

ATOI_IGA C. Peter  PadrGes de formatacdo para troca de dados

IIE PELOTAS




Concise Binary Object Representation (CBOR)

Concise Binary Object Representation

(CBOR)

Padronizado pela RFC 7049 é uma formatagao amplamente
adotada em aplicacbes M2M visto sua representacao minimalista

para o tratamento de dados binarios.

CBOR Data item 1 Data item 2 Data item
data X...
B 1b (CBOR data it 1b (CBOR data ite
HE vte atatem Variable Variable e atatem Variable Variable etc
count header) header)
Structurs Major Additional Payload length Data payload Major Additional Payload length Data payload ot
type information (optional) (optional) type information (optional) (optional)
Bit count 3 Bits 5 Bits 8 Bits x variable 8 Bits x variable | 3 Bits 5 Bits 8 Bits x variable 8 Bits x variable efc.
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Concise Binary Object Representation (CBOR)

CBOR - Exemplo

inams: "Strawberry Pie"
idata: <00 01 @2 @3 04 05 06 07 08 09>

{"name":"Strawberry Pie", "data":"AAECAWQFBgcICQ=="}

| a2646e616d656e5374726177626572727920506065696a70656751646174614a00010203040506070809

-- String, length: 4

a2 -- Map, 2 pairs | | Json | CBOR |
64 -- String, length: 4 I L L T I EEEELEE | ==---- |
6e616d65 -- {Key:0}, "name" | Median encoding time (ms) | 3.983 | ©.538 |

-- String, length: 14 | Median decoding time (ms) | 3.151 | @.006 |
5374726177626572727920506965 -- {Val:0}, "Strawberry Pie" || Encoded size (bytes) | 1,213,676 | 918,262 |

64617461 -- {Key:1}, "data"
-- Bytes, length: 18
00010203040506070809 -- {val:1}, 00010203048506070809

Length: 35 bytes.
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Concise Binary Object Representation (CBOR)

CBOR x JSON
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Compression
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Javascript Object Signing and Encryption (JOSE)

Javascript Object Signing and Encryption
(JOSE)

Conjunto de RFC’s que padronizam a troca de informagdes de
forma segura através de objetos JSON.
IWT

Reference

Reference
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Javascript Object Signing and Encryption (JOSE)

JSON Web Signature (JWS

Padronizado pela RFC 7515 estabelece o padrao para assinatura
digital de objetos JSON.

JWS Header JWS Payload JWS Signature
JSONformatted any UTF-3 represented
signalure atiributes e e e
e signature value byte array
e m for“Sianature Input™with
3 A HMAGWITNSHA2
e S D SHAZwithRSA o
SHA2WINECDSA
(1) base6durl encode 1) baseBdurl encode
Encoded JWS Header Encoded JWS Payload
e rvim
J(2) concatenate with “.” period ‘ (4 baseBaurl encode
Signature Input Encoded JWS Signature

(5) concatenate with ©." period JJJ.
JWS (JSON Web Signature)

‘mw‘

J5Ua. .. H:H Jpc3MiOidgha. - - H:H:CAhiUPDjQEE\:d... ‘ ‘
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Javascript Object Signing and Encryption (JOSE)

JSON Web Encryption (JWE)

Padronizado pela RFC 7516 estabelece o padrio para a
encriptacdo de contetido em objetos JSON. J

A collection ¢
claims in T8578 ooon
TG oo ag 2227227
JSON format| ~ "~ ey
’ encrypt |222222°?
BASE64URL 2272727727
encodmg 22222722
2277727
BASE64URL
encoding

JWE

| Header || Encrypted Key || Vector | Paylload | Tag
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Javascript Object Signing and Encryption (JOSE)

JSON Web Tokens (JWT) - RFC 7519

HEADER
eyJhbGci0iJSUzITNiIsInR5cCIBIkpXVCII . ey
JzdWIi0iIxMjMBNTY30DkwIiwibmFtZSI6Ikpva {
G4gRG9I1IiwiYWRtaW4i0OnRydWUsImlhdCI6MTU:

PAYLOAD:

coqPJ1n3pIWk_duz
8zdnPUnV6AmN

y_M11j8f 3H8 pQu> uye18 VERIFY SIGNATURE

tuPWBFfEbLxtF2
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CBOR Object Signing and Encryption (COSE)

CBOR Object Signing and Encryption

(COSE)

Padronizado pela RFC 8152 estabelece os padrdes para encriptar

e assinar digitalmente objetos CBOR.

J

COSE_Mac0
Headers

Algorithm, Key Identifier,

Payload

MAC

C
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COSE_Sign1
Headers

COSE_Encrypt0
Headers

Algorithm, Key Identifier, ... Algorithm, Key Identifier,

Payload Ciphertext

Signature
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CBOR Object Signing and Encryption (COSE)

COSE - Definicoes

B Fooeooo- + + +
| Name | value | L | M | k | Description

R el LR EE Lt + +

AES-CCM-16-64-128 18 16 | 64 128 | AES-CCM mode
128-bit key, 64-bit
tag, 13-byte nonce
AES-CCM-16-64-256 11 16 | 64 256 | AES-CCM mode
256-bit key, 64-bit
tag, 13-byte nonce
AES-CCM-64-64-128 12 64 | 64 128 | AES-CCM mode
128-bit key, 64-bit
tag, 7-byte nonce
AES-CCM-64-64-256 13 64 | 64 256 | AES-CCM mode
256-bit key, 64-bit
tag, 7-byte nonce
AES-CCM-16-128-128 | 30 16 | 128 | 128 | AES-CCM mode
128-bit key,
128-bit tag,
13-byte nonce
AES-CCM-16-128-256 31 16 128 | 256 | AES-CCM mode
256-bit key,
128-bit tag,
13-byte nonce
AES-CCM-64-128-128 | 32 64 | 128 | 128 | AES-CCM mode
128-bit key,
128-bit tag, 7-byte
nonce
AES-CCM-64-128-256 33 64 128 | 256 | AES-CCM mode
256-bit key,
128-bit tag, 7-byte
nonce
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CBOR Object Signing and Encryption (COSE)

PYCOSE - Biblioteca Python

§° master + ¥ 2branches © 0 tags Goto file Add file ~ ¥ Code ~ About
This is a Python implementation of the
@ TimothyClaeys Update README.md + 8241008 2 days ago D 180 commits COSE specification (CBOR Object
Signing and Encryption) described in
images Update README.md 3 days ago RFC 8152
pycose Bug fix in key configuration check 2 days ago & tools.ietf.orghtmlirfc8152
fests Updates tests for COSE_Sign messages 2 days ago M Readme
[ .coveragerc Initial configuration file for code coverage check 2 days ago s BSD-3-Clause License
[ _gitignore New entries .gitignore 2 days ago
[ .gitmodules Update git submodules 3 days ago Releases
O travis.yml Adds recursive recipient encoding + bug fixes 2 days ago No releases published
[ LICENSE Create LICENSE 2 years ago
[ README.md Update README.md 2 days ago Packages
[ pytestini Add pytest configuration file 2 days ago No packages published
[ requirements.txt remove pycose from its own requirements.xt 2 days ago
O setup.py Fix setup procedure 2 days ago Used by 12
- oA Ay
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CBOR Object Signing and Encryption (COSE)
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CBOR Object Signing and Encryption (COSE)
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