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Introducao

- O MQTT foi criado pela IBM em conjunto com a Eurotech em 1999,

para um case onde deveriam se conectar ao sistema de telemetria de
oleodutos através de uma conexao via satélite totalmente precaria e

insegura.

- |sso 0s motivou a criar um protocolo assincrono eficiente, com
baixo consumo, com formato de dados livre e com suporte a
multiplos niveis de QoS.

- Esse conjunto de caracteristicas tornam o MQTT um dos protocolos
mais utilizados em sistemas M2M e de loT.



Historico

Invented
EUROTECH =35 |—p
Late 1990s

Published
»MaQTT
Aug 2010

Eclipse M2M
aho
Nov 2011

Standard
OASISHY

Sep 2014

wwwww




Caracteristicas

Simples implementacao e utilizacao (spec. um
pouco mais de 60 paginas)

Codigo aberto: +40 standard client
implementations

Consume pouca banda (roda sobre camada TCP,
mas tem baixo payload comparado com HTTP)
Formato de dados livre



Caracteristicas

Fornece diferentes niveis de QoS para aquisicao
dos dados: agrega confiabilidade em redes
nao-confiaveis

Continuous session awareness

Extremamente leve: clientes poucos kb
Comunicacao assincrona bidirecional



Caracteristicas

Utilizacao de um broker desassocia os clientes
entre si

Username/Pwd para estabelecimento de
conexao;

Brokers fornecem suporte para SSL/TSL:
mensagens criptografadas;
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assinam 0s topicos que estao Publish &
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Ex: Leitura de sensor
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Topicos sao estruturas as quais os clientes se conectam. -~ " .EEE

3 i ar3 i i mi 1y FEEn

Sao strings hierarquicas simples delimitadas pelo caractere "/ - EEm
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1 area/ID_da_area/sensor/ID_do_sensor/temperatura el .====

2 area/ID_da_area/sensor/ID_do_sensor/umidade 2 EEEEE
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3 area/10/sensor/5001/temperatura EUEEE

4 area/10/sensor/5001/umidade B EEEE

5 area/20/sensor/4000/temperatura EEE

6 area/20/sensor/4000/umidade N EEEE

7/ area/20/sensor/4001/temperatura | Dy 11
8 area/20/sensor/4001/umidade ..==.




Broker on RPi

room/temperature
room/humidity

Publish in: Mosquitto )
MQTT Client o () Publish in: MQTT Client

room/temperature
room/humidity
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Temperature
and humidity

Subscribe to:
room/temperature

room/humidity
Mosquitto ‘b
(@) 9 Publish in: MQTT Client

Broker on RPi

MQTT Client room/lamp
Lamp is ON

v

Publish in:

Message: “ON”

Message: “ON”

Subscribe to:
room/lamp




Comandos

Connect
Subscribe
Publish
Unsubscribe
Disconnect

Name Value Direction of flow Description

Reserved 0 Forbidden Reserved

CONNECT 1 Client to Server Connection request

CONNACK 2 Server to Client Connect acknowledgment

PUBLISH 3 Client to Server or | Publish message
Server to Client

PUBACK 4 Client to Server or | Publish acknowledgment (QoS 1)
Server to Client

PUBREC 5 Clientto Server or | Publish received (QoS 2 delivery part 1)
Server to Client

PUBREL 6 Clientto Server or | Publish release (QoS 2 delivery part 2)
Server to Client

PUBCOMP 7 Client to Server or | Publish complete (QoS 2 delivery part 3)
Server to Client

SUBSCRIBE 8 Client to Server Subscribe request

SUBACK 9 Server to Client Subscribe acknowledgment

UNSUBSCRIBE 10 Client to Server Unsubscribe request

UNSUBACK 1 Server to Client Unsubscribe acknowledgment

PINGREQ 12 Client to Server PING request

PINGRESP 13 Server to Client PING response

DISCONNECT 14 Client to Server or | Disconnect notification
Server to Client

AUTH 15 Client to Server or | Authentication exchange

Server to Client




Wildcards

placar/futebol/libertadores/gremio
placar/futebol/libertadores/palmeiras
placar/futebol/libertadores/inter
placar/futebol/libertadores/flamengo ™~
placar/futebol/libertadores/santos —  _k
placar/futebol/libertadores/saopaulo 7:
placar/futebol/mineiro/cruzeiro
placar/futebol/mineiro/atleticomg

single level wildcard: +

placar/futeb

MQTT

o\/\ibertadores/gremio

placar/futebol/libertadores/+

Broker

placar/#

multi-level wildcard: #

Gremista

F3 Libert.
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QoS 0

at most once

m
- doesn’t survive failures
- never duplicated

QoS 1

at least once

e
PUBACK

- survives connection loss
- can be duplicated

MQTT

Broker

PUBCOMP

QoS 2

exactly once

- survives connection loss
- never duplicated




Agnostic payload

pub pub pub
~ m— -
<
CONNECT
PUBLISH to thingl/myBinary
01010100110011100
PLBLISH to thingl/myJSON
{“id":"thing1”,"lon":-97.135198,
"lat”:94.19384,"status”:"I'm alive!”}
PUBLISH to thingl/myPicture

data:image/png;base64,A908SFIkjdf...

Broker
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